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ixtz BirfEi£S'Jtiff8£ WD 3 y-ir yy 

lEIS^gfc. WE3Vx:^y<Df!lfflfcW-f4flHSi: t 

t „ Huiemsijffifg t . Mien tttin^ftT v > 4 
menu ijffifg t m—<^mmm { sm s *ro msx 

a. 

msmmm—Th 4 t # , m E3 y r- y>y srs^-r 4 

ass cs» § titzmfecvmm#fr hm^^r-yv 
arJKf#-f 4 >r t i&BLb-r&m&R i tiatoflwinfli 
il. 

* MiBiiS'j«$gi: -T4 c: t Srwrnt-rsa^s i idea 

•y BX#x-r y TO^aStc J; 0 K=f# $ iut TBI En >t- > '7 
mfiESSS WfffgSrftSD LTIEIf-f 4 a yf >^ylE^ -r y 

rt. msiziyT-yvvmmtzmt&ttmtLx. mi 
msmmt , MEny-r^'ytcftJnsn-cv^iMfE^o 

[H*3S6 ] n ^-r^-ysri^-r^ff #«asa^iE 

««*t::*5 vvc , mnea y-f y -y^Btff 2-$"JW-i> 3 > 

y-ymmm^'vTt . MiEtii^a^iasri^s'j-r 

i: , HulEn y-x^ylDtflMffllXf- -y r«0«ffltc J: 0 15tf# 
SfifcffliEn >x^-ytc. lulES^'itt^St^JffllX^ -y 
TOJSSfc: i 0 iifc HfllEaSS'JtWg £f«ii LT fir 3 
IE1t£©Jffl)-r4 n ^f-^yBttMW^f - 77t . HulEn 
^xyyofOffl^M-rsfll^tLT. WfEiSJ3'Mf*Bfc. 
TOT E3 >7- > V Kfrtn $ ftT V * «, Tt?IE^S'Jffl$g t H-O 

aeswiwRtfa^ 3 ixT v %4 srcwpj jb s-tt^j-r 4 Am 

■Xx -y Tb r^tfi fc £*mt-t& 3yfa-^*l^ 



[i«*3S7] n^x^'y^^a-rsffi^^asasrsij 
s 3 >yiDtf#iffl®!;z.-r -y rfc . nenmraws^ 

MBS W"4IK8!flW8^)SX» 1» KSOffiWDmsm^ 

T77t. lufEn y-f V^y^tSiJffllX^ -y TtfO^iC J; 

«t . mz^y^yvizmvztix^&mimstmmt 

4 flHB*** & tiX v ^4 * Offl*<0f Ete t IW9W 4 f «ffl*IE 
ISaiJfflX^ -y 7°fc ^^ft$-^47-o^90,„ 

[000 1] 

y7->v<v7FjE%w±£®mzm±x-z h x 5 \,z~t&m 

[0002] 

y^ >v nmm-- t'x&&femzmi&ztitthsbx v » 

4. 

t 0 0 0 3 ] Witf . rpressPlay (ffig) j rjrh'O^ 
KBMI^a (subscription^) ^O^IE^- f X3tP"fi i> 
ixTfcO. Ci^^Efi-^-b'xfcfcv^Tfi, 3--lf 

{±. nm<n%ffi?m&*38Loz\tx\ ^wsM^tix 

v^4*fNo«Hrt (Mill ^hij-sy/M^ 
i o o ofi^T-s^tg- ^>o- h lx^-v-tiv 
3ytA-^\-Kfa^fc«#ts«^i oo* 

^Tftff^rflg, CD(Compact Disk)-R^<7;»# (3b° 
-) f 4*^-2 0ft4T3t:-^ri&Srif<?5ftfl^)«H 

) 3 >x 77 ^^Jffl-T 4 C i: tfX-% 4 . 

[0004] fcC^T, Zcr>£o%%im-?-tXt,z£& 

y7fAtLt t ffilitf, 1fif200l-35232 

i #4mrk«±. imw- txiznm-th j- h ^-y u 

-^ffiaLT^r4^^^A(ct3V>T. 0SW-b'X 

Wtsy-^/j, zvyy-t'AizK-tzzti^ti 

C0V-7<DS-Y (fAMx) 4T-WN"X±^*a-T4 
^-HtCRjeS^TV^aWWI (DNK(Device Node Ke 
y)) Sr^-tf*^Kb=3f— 7D7? (EKB(Enabling Key Bio 
ck)> &ffll^4Cli:3&i|^$iX'C^4. 
[000 5] icOv-^xATti, $>4-9--b'X^t>v>T 
Efi$fL4 3y'r>"ytcE3(B*«#jD§iXT±3 0. fiB*<0 
■f7N'-f 7.tC*f LT-5-i 4>ixT V>4DNK£;NJB tT , EKBtC 
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C00 0 6] -eLT. ztiiz^K). -zyT^yz&m-? 
oZk%<. ^fi^iixriirt^ xiz&if&ay^yytn 

mmz i mx'Z ft i ? 1= ko-e&ft . 

[00 07] 4fc s Z<T>i. otzLXzi >T>V<Dmmtf 
W.W'SmZtl&i'X'rMZii^Xit. mUt. CD(Compa 
ct Disk) *>£>3 Vt-VV* 4 ytf-hLtz^r'U Xl±. 
-e£D3>T->'y^ICV(Integrity Check Value)^i 

mtz>£o<,z%ztix^&. 

[0 008] H Hi. bLfc 3 y-r-^y Sri « 

IE J: 0 ^^ft«Jfc££5£Wt:Sjrf 0T'£ ft . 

[0009] muz^tL^xoiz, muz. ^-v-r 

n-zytz.—f&XcofU xii. cd#>(W ytf- h L 

- f)v can u . s& ztix ^5 3 ^-r yv tz&s\ ^x 

&MZtUz MAC (Message Authentication Code) (CI, 
C 2 . -, C n ) £ICV=hash(K i c v , CI, C2, 

CnHciSfflU ICVSr^jftf*. =Sr*J, Kicvli 
I CV Sr^-T ft fe»<0«flH8-C* ft . 
[00 10]-etT. 3>f y7MHt«U ^ 
fc«#LT*5<-vfcICVfc , MZLtifKt' comber,? 4 5 > 
^'T'fr^tc^L/SlCVt SrJtKU H-OICV^f £>ii 
nyx^yfcO^fcifrofcfcfljeSfi.. — 2n 

w^jticv^n^xvy^fa^cot^fcs^rs*^. 

3 yf y>y izimtfh itzkWfcZtLh. ny^yyvz 

;t 3 yf^7«I4*li$ itft . 
[00 11] 

^ft»(clCV£±j£L&{tfti£=5r£>ir, -f-OOSftfi** 
[0012]«"jT, #*S±fflx^Mx=5rifO^-^ 

xct)3X h#±# { l> i 4: kSrft . 
[0013] *^BJtiicoJ: 3$rtt3M=«*T$r$*ufc 
hnxh*). nyxy^y^jE^rlf^Sr^fcKijhT-^ 

[00 14] 

tt. ^y^yv*m*$h^y^yvJ3.Wm.k. fflffi 



ws^a * «g w ft ns'KWfi £ k»t ft ^w^br^ 

St. n>-ry^Kf*#g^J; l 9BXf#§^n>-ry > y 

iz. mmmm^mzx ^vm^ttkmimmtm 
Lxiim-&?yTyvim^&k. ^y=fyv<mm 
\,zm-th^m.k^X. mmmk. ny^yy izmn^ 

ixx^& mwmm t m-commmtmn ztix\,*&m 
wx'<7>mm zf?*ii-&iffitf-££tix v *&mmmziz& 
■t&mmmtm^&k z t ztmt . 

•[0015]3 v-fv-y ^cs 
tt^fu *os£#a#. 3>-T-^ > y^#jD$ixTv^ 
mm&k. mm®nw£mzz*)jRft2titzmim 

mtfn—x-hh k # to*3 y-f >*y £W£-Tft i 3 tc 

[ 0 0 1 6 ] 3 yx>'y]R##g{i. flMM£St3£ 
*S^cm^lBili^#:*^3>'x>' > y5rm#-f-§C: fc 

[0017] Itf MftttKft^gtti. e^-e#*^L^ 
Zti&i><vx'h-?xi>£^. 

[0018] *%*%<nmmmm.<7>mmmiim±. 

ay^ryy£mn-t&3y7-yvm%x^r-vy°k. Wfg 

T-v7"k. 3>xy , ylXf#XT--yy*OJ0StcJ; , 9IX#S 
ixtiay^yyiz. mwmsm^f-yr<7)muzii 0 

imztuzmwm&im LTistrrs 3 >-r ^-yiE« 

Xf77i:. 3>-r>' > yc7)fiJffltcM-ri)'tffgi: LT. IS 

m^&tix^zmmi&ZMi&t&mmmitexT- -v r 
[0019] *wtfi<nmwgw£w<D=mumziz. 3 

yr-yv<Dmn*fflW-rz> 3 yf >»y W«Mfll^-r -y r 

mwmimmxT v7k. 3 ^r- yyi!#iM»f 
vT^jaa^i nMn^ixfz^yT-yyiz. mmmi 
mamxT ? 7<mwi,z£ vjmzivzmMim&tm 
ix'n 0 im*®m-f % 3 yy-yvummx'r-yT 
k. ny^yymmizm-r^mnkLx. mswm 

k. ayy-yy iztfta ZtiX^Z mwm k R— <0«85 

t»«* j ^ $ tix v mm.x-<m m z i¥^r-r •& 

•v 7 5r , 3 y ta- ^ £ ■£ ft 7n/7 A**K«S 
ixTV^ftit^^ti-ft. 
[00 20]*IB|£0/nmil 3>-T->- > y^ i i : s 
-TftffifS ! i : ^S^$iJffli-rft3yh- i -^t3. 3yf> 
V<7M%*W®-th 3 >-r yyiXWHflXT 1 -y 7k . ft 
$g^^aS:^S0-rft^!Hff?8<OK#2:f6iJffl)-rft^iJfl! 
«RIWJ«l^-r . 3>7 L >-yl2»$iJffi)X-fvTcO 
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[0021] ^mcomwsm^ma ±z/xm. &mz 

tit: a >r>>Vlztt LT . ]R#Stut«ES!Hlf«*«ft Jn$ 
[0022] 

[ mkmmnmm ] a 2 « . * as us 3 

>"y««>-x-rAO«fK$r^tTV>^ 0 Y 

1-2 (OT, Ztlt><D 

-y h 2 KJ2. anco&mcotyj T>h#&WiZ 
[0 0 23] 4fc. -O*-*.;, r-2fcJ2. UATV 

3 . 3>-T->-y^-^K3^stt-r^3>-x>-y&fijffl-r 
h^zMw^nwrnZi? *7 4 t>yi c*tLTft^-r& 

[00 24] IiHi«3yfy7f-A'3, 
"9w<4. fcj:yil#^-y\*5t. fflBO£R*fW\ -f 

[0025] m3\$?n ryhicommzmLx^ 

[00 26] 03lCfcV^T, CPU (Central Processing 
Unit) 2 112. ROM (Read Only Memory) 2 2 ICffilSS 
tlTl^rn/7A. 4fe«e«»2 8*»i5)RAM (Rando 
m Access Memory) 2 3 tZO— K$^^7°D^7At;^ 

-yx^-mco^m^m^n-t^. ?j-?2oi±^ nmwiitz 

ffV\ B$»fit#&CPU2 ltC«|&f MM2 3fc«4 

cpu2 l^aco^s^n^f-r&^^fcv^T^^ 

[0027] l**-fb«9*2 4tt, rJ>x>-ySrHf^ 

•t&Xm&frl. 3 — r-y?SP2 5«, ATRAC 
(Adaptive Transform Acoustic Coding) 33r#5rifT* 
n^T-^y^rxvn-FL. AHWM ^7i-^ 3 2 
SrtA-LTH 7^7-3 0C»^S;MTV^¥*{M^ y 4 



4K«teU K«$tf*. fc&^iirt:. n-x-y^SP 
2 512. F?-f 7'3 0 2r^-tT^#:^^l)4 4 iDK 

4. ¥3WM*U44Ji. 0!l;Lt2*. ^t'JXf^y^ 

(MB) fri:*t::J:9«f£3*ii>. 

[0028] CPU 21. R0M2 2 . RAM2 3 . flr^-fka-f- 
§524. i3j:t/3-7 ; -y^SP2 5(2. A.X3 lSrtf-LT 
ffiSfcHg&SilTV^. d<7)yU3 Kct2£*:. Affilfr 

[0029] AJ±17]^>'^7 J ;-X3 2C«. 

K. V-7X&i:'J:9&&A7JgP2 6. CRT(Cathode Ray 

Tube). LCD(Liquid Crystal Display)^- OSrS-r 4 

^w. mx/tzxM-ttzx *)%2>m?>i$2 7. ^ 

mZHX^Z. »{ISE2 9t2. ■^^7h2^L 
T^jifi^SSrflo. iIfISP2 9J2£*:. fficTj^^^T 
>- h k cdHt. T-7-n ^'fl-f-ifc fcfctr £^;HI-9a9fi 

[0 030] Aft}H ^7i-X3 2Clii!t. 
*fa;42, ytW.m."f J x? 43. <&v>t£WM 

* y 4 4 & if #as«»3*u **i6*»^K*flj 3 ft*: 

[ 0 0 3 1 ] =$Nfc. 0^f2 i Sn&-?-.&a*. ay^yy-f- 
A3. ^-f-tXX-tfw^ 5 1>. 03^ 

Ti2. 03<Dl«j£f2. 

[0032] *»IHte*5V^Tti. H4fc*$it4 J: 0 

V^-vXh-O? y Tv' 3 > (Broadcast En 
cryption) ^^<7)iia{CS-^V>T . T^WXt^f— 

-7 (leaf) ^'ffl^CO^^Xll^O^-tC^JEiS-f S. 

*minisXTMzm\.^ti&®mvv-mmm&mi,z 

-3\^Xl±mm2 001-35232 l-f-^$gfclEig$ix 
TV^4. H4 0fflto»^ #-§-0*^#-^l 5 

[0033] #^f-{2. la^AepT^^ix-S.V U-flBft 

<D&;-Y£.nmi,xmg.zti& . zcomx-it. m±fs. 

<T»V— YJ-Y (C^IC LT/U- h ^f-KR ( SSS. K r o 
otfcfcUrfS) aqugSit, 2gI^y-K^lCL 
T^f-KO, Klj&qft&Siii. 47t. 3Rltf)y-F 
fcrftJCLT^-KOOTbMKl l*^$ix. ^4gl 
Oy-h'tC^JELT^f-KO 0 O^M^f-K 1 1 1*^ 
^$fL4„ -eft. STSc7)y-Ft LTcoy-7 (-r 
A-fxy-H) (c. ^f-KOOOOMKl 1 1 l*s. 
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*ix?titfmZtiX^t>. 

[0034] mmm&tztixmtito* mm. 

K0 0 1 Ot^-KOO 1 1<7XL&<7)3— ti, KO 0 1 
t KO 0 Ofcdf— KO 0 l<7)±M.cr>*—\S.^ 

KookZitx^h. hit. mmiz. ^f-Koot^f- 

K 0 1 CD±£L<D*-te. KOfc^iX. 3— KOfc=*— K 

[0035] ?>7->v*mm-rh*- sts^ 

Ayxy-F ( U-7) g±go/u-Fy-F£ 

4. 08£fcf. #-^3<^'j-:nc#j6-f ^t^-^k^u 
T, 3^-r>"y*f!lffl-t43t«>0^-li, ^f-KOOl 
1, K001, K00, KO, m£-£WiX<0&*r— X 

[00 3 6] ^m<r>^X7-MZt3^Xlt. 05tC^S 
*!.•£>*.•?{;:, m4&m&l,z&~3\,\Xffif&Zti&*-i/X 

. II 5 comX'li. 8 + 24 + 32 g(0/- F* s> y 

i: Ji. mar** y xf -< -^^twi^tij 

x. zcotr^v j-w?-hcr>i~o<7)s-viz, mm 
m^m-r^^x^bLx^x^M. (ass, t^x 

xAfc;fijrf.g>) ifittJ&ti,. 

[0 0 3 7] -t%t>*>. Tv-X-fA^y— HiOS^fc: 
T<?)PgJB<?)2 4gi0y-K^JCE-r«.df— (CtO. -t- 

«. 2" (1516^^) Ot-t'^7DA^, S>&l^ 
Ji^-t'x Ci:#T'#.§>. ifc. STS<7)3 

2gcOPgJl(CJ:t3. 2 3 2 (#54^) Oa-f 
7>M) £SJg-$-4£fc*«"C#4. STS03 2S^> 
y - F A> T i'X -f A<D y - F 2 W n*X _L<7)# y - f 
fcttJfrt&^r-A 1 '. DNK (Device Node Key) £«)£U 

ftTS<o y - y tzMS&rh idj&s y - 7 1 d t § tih . 
[00 3 8] nv-rV-yS-Bf^-fkL^nyr-yy^f-ti 

y-h'^r- £fflWCBf*§-<ffc;$*u EKB (Enabling Key Bl 
ock : v 9 ) (07 £#8SLT«f 

[0039] EKBlciJtt45|d|3&»4> 1 o±<0&tf)Sfry 
-H^-(4EKBt7)5lCSgoy-H^~ $>SV^iU-7^r- 

F Hi. if-t*Xx-*£i5:*§ftT^SDNKWv^ 

^iea $ *ix i -> a H3fi<o±ffloHWi<oje*f y - f * - & 



^-r&. m&etiumzmt&fozbx'. ??4T>hi 

li. ^Mfr-h*-KR , Z&&Zbi) i X'Z$>. If-fc'x 

x-?fcL y7-<ryM(co^T^ffi?gs-§iiL^t 

mmn-t & fiffix-h h mmmcom^^ 5 -r * ^ 

[0040] ®6{i. fgmw-mmwr*v(wm 
coMctemtcmz^-fmx'hz . 
[0041] a6(cfcv^T. ^e-yy-fltitcoajbstc 

;t— F3--KR2 3 0 1jWRJ&&*U WFco^Mblz 
tey—V*-2 3 0 2tm5ZZtl, *TStctt. U— 7 

2 30 3**l£5££ix.g>. #f^^li. «**>'J- 
7*-b. V-y^-frtiJU-h^-lzmz—mcDS- 
F3— , A^Sr&T^'-fxy-F*— (DN 

k> *flwrr4. 

[0042] ft±SA»4>J(SMaB (05OMT*lt M = 
8 ) tfOElf^y- Wf^y/-K 2 3 0 4 b 

-r^*>. sgMgawy-F«#*a*it5g# 

"r^WTjU xm.fes-\ t b£ti&. IMg<01O<0 
y~HS:Il^i:LTM+lSmT^y-H. U— 
ZOXt^V lz-££tiZ> X t,zm~th y - H *5 J; V 

[0043] H60»MSl»lO«y-K2 

fcZti. icoy-FUT(wSi^i>y-h'. y-7<5^^ 

>J XT- y 4 9 $rfi6ffl t ^rx^ X £ #tf * x rf U 
*>. y-F2 3 0 5UJlT*^ ^'JXf^^f^ 

[0044] MS*^SS^T{4<0gSr^7*^-rd' l J y 
— K 2 3 0 6 1 LTg^-T ?» ^ t ^..06 <OMT 
«i. *f^'J [^t'JXf^ -y^] y-h'2 3 0 5O2 

gT^y-Kic, ^yxf^ y9^mmLfz7 : ^x 
(o^Tzfu^tixh^ry^Tzfuy-vtLx. m 

^*fflls3 coy- K 2 3 0 63&*BbeS<tTV^4 . 

y y- h'T-J>SW±#ffl&<Oy- K 2 3 0 6 

mmM<7)J- F 2 3 0 7*^$fL. $ hlzZcriT®. 

«*B*«MBftS«BkO*7 i a'Ufc*4n* [PH 
S]y-F2308t. [SIWVB] y-F2309*< 

[0045] ^fi'J. •9"7'^x^' l J{i:. f^M^I 

aco^^<i-f. w^or. nyfy77D 
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[0 04 6] mU£^ l-?cO*f^'J/-b'J'f-iI 

«H^y-K^f-OT<7)y-K^-, >J-y*- IzX^ 
LX<DfrftoZtt> s X'ZZ><, 

[0047] -t^h-h. m&S- h't«§^V\ flSotf 

T=f u oy- HtjR-rsx/^ x«±£<*mp fc-xtar-*- 

[0 0 48] **ltoi[t<C*MrVt, fAM^3(0 

0f^-r-5.«K 0011, K001, K00, K0, KR# 

(^.y^-> izx'omm^ttxmMLfizt^m 

MLtii%£^ Zixim. xXfi» (xA-f.xo, 1, 
2, 3(0^-7) TS8«fiS*l.S7 r -*£g , «.fctf> 

WtztbiZi^ J- Hdf-K 001, K00, KO, KR 
Sr, *ivesh*r>fcfcfcK (t) 001, K (t) 00, 
K (t) 0. K (t) RfcS*rU 7^*0, 1, 2 
K-f-03B«^~*eiftjMf***6. K (t) 

aaali, UKaaa^iSf^ (Generation) tCOM^ 

[0049] jsk*— oBmsaaovvtKW* . 

OMWli. H7{cjSSii4El{BKJ:-3T««$ 
<a£»M*tc*&ttLT 7*^*0, 1. 2fc«ffrfS£ 

tizx-oxmnztiz. Kca. EKBti. m4iz7j<zti& 

[0 0 5 0] 07tC^SilSEKKi, y— K=¥-«DR£r 

D7?f-^tLTl^S. 07tf>flBi, 04 
Ztl&W— m^^cofJU^O , 1, 2(C&WC. "ffi: 

[ 0 0 5 1 ] 124 *»4>BH^*»* <t 5 fc. -f^M * 0 , 1 
fc*fLT«, Wms-F^-tLXK (t) 0 0, K 

(t> o, k (t) Rzmmi-zztW'Xmxh*), t 

A>f X2izMLXi±. WMS-V*-t LXK (t) 0 
01, K(t) 00, K(t) 0, K(t) R£ft{*-T 

hzttf'amx'hh. 

[00 5 2] B7C0EKBfcjjs§;h.£ Xo\,Z, EKB*Cli1«R 

3— ii. Enc ( K 0 0 1 0 . K (t) 0 0 1 ) T'$> 

Ztlli, =f>M X2<5D^-5'J-7^f-K0 0 1 OiZ 
£r>XV§^itZiXtzWmS-V*-K (t) OOIT'J) 



*K -f^X2Ji. I*gt^'tt|,ij-7^~K0 0 
1 OtioT, Bf^-ft^-Wi-U JE£ry-K*-K 
(t) OOUMTU. 

[ 0 0 5 3 ] ifc, f^VX2lt a^fci D#fe3EK 
y-h'df-K ( t ) 0 0 1 Srffl^T. 07cOT*»&2g 
a<0Bf#-fb^f- E nc (K(t) 001, K (t) 0 
0) *8W6C4;#T*, Hffy-K^f-K (t) 0 

[0054] x;nmx2j±. raawc. a7o±*^2s 

BOBff-ffcdr-E nc (K(t) 00, K(t) 0)4 
£fc"P s JOfy-K^-K (t) 0 4BE»T 
£fl£fl!VVC % H7OJb^>l8B«0**-f&5f-E 
nc (K(t)O, K(t)R) 4«-^-4ifcT» K 
arrt— h^f-K (t) RABBIT* 4. 
[0055] — y-KJf-KOOOli;, KPrf4*t 

*<!0^--fc:*a*tT4J6-r, y-Ko, 1 aoewy- f 

fcLT«6»5rtfMi, K (t) 00. K(t)0,K 
(t) RT-&4. 

[0056] y-KO, Hi, fA'i^-KOOO 
0, K00 0 1 SrfflViT. 07?)±#>£> 3t&B<DBf^-fl; 
*-Enc (K000, K (t) 00) Z®.^-t&Zt 
fciDJSRy-Hdf-K (t) 0 0&$tf#U H«(c, 
H7OJb*»4>2«B<0Bfr*ft*-Enc (K 

(t)OO.K(t)O) fcT\ Mffy- 

r-*=*-K (t) 0£Kf#U $4>fc, EB70Ju6>4, IS 
B*W*fltfr— E nc (K(t) 0, K(t)R)*H 

-f-rs^fcT'. mwu-h*-K (t) R4sx»-t*. 

.lOidCLT. taMxo, 1. 2t±. WmLtt- 
K ( t ) R*»4£fcj&«Tfc < &. 
[00 57] I7^yf'y?^li H<7)*ri!llC 

[ 0 0 5 8 ] 04 IZjfiZtlZ, *y U -«jt<50±figc7)y- 
K^r-K (t) 0, K (t) ROJEK*CpST**3. J 

- K^f-K o ow^jeRffla^sesTibft^fcji, 

HSOEKBSrfflV^ifcT. SBKy— H=¥— K (t) 0 
OSr-rA-f^o. 1, 2fcB*WSifc#TSS. 
[00 59] 08tC^^ii^EKB{i. 0IJi.{f , 

[0060] flliHr. H4<0-jSC«BlT*Sil4^P-- 

r^f^^o, l, 2, 3^\ *4ien«#^^ 

>»y #-K ( t ) con £155E-r 4 i t & 

i<ot^ N f^Mxo, l, 2, 3^*ii^y- 
K^f-KO OS-Hfrt^K (t) OOfciO, tPffcSrS 
jiOMffn^-ryy^f-K (t) c o n**Bf-f-fh;$tL^ 
T"-^Enc (K (t) 00, K (t) con)#\ 0 
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4 Z b *r- 9 b L X <7m*atf*Sm. btch. 
[006 1] T'UXO, 1, 214, EKB£ 

HSll/t»fc*-K (t) 0 0Srfflv^THt97*-^*a 
^W4£4:T\ tm^lzm-flay^yy^—K (t) 

[0 0 6 2] 09 14. tSfj^T'^n^T-^'y^r-K 
(t) con&#4*QSOfiajfcLT. K (t) OOfci: 
OSpti^^yfm-K (t) conj«fft 
§nitf-^Enc (K(t) 00, K (t) con) 
b. H8^$il4EKB#. Bf3e<?5lEM*l**^-LTSi 

^^nyfm-K (t) co nbVtzmZ'hh. 
[00 6 3] ffl9lZvk£tlh i. oiZ^ -T/NMXOli. E 
«MI*fc:«ttS*l.TV^i&fttB*^<»MKB-i: . 

LfcJ:a=SrEKB«H (H£)iI<W5?< K4 0. y- 
K. (t) 0 0££j£-f4. &ti. fA^^Oli 
a^LfcJERy-K^-K (t) OO^T. 55fr= 

y^y^-K (t) con^tu *tvkmz®m 
-tztzMz. stoMftfitrrt u-7^-k oooo 

[0064] HI 0(4, EKBO?*— V y r-COflajSrjjrt 

T-W<r—9<ry^ -y 9lzis£ti& . 
[0 0 6 5] A'-y 3 y6 1li EKBO^-i^ySr^ 
fHEBIFFC* 4 . MA-y' 3 y6 1li, ^fOEKBS: 

7 r 7*X6 2t4. EKBOjE^ftcOx^W 
.iBJryy-coBJWftSrijrf. -r-*^ ^^6 311 
EKB+<7)T-^gP6 6<JDf4«*3j^^ >-?T**> 0 . * 
^-f y9 6 4&£lf&%,#'( >9 6S\t^ 99&6 7 

[0 0 6 6] T-^SP6 6(C«4, ffllitf. S«rT-i>y- 
Y*~tfm^itZiXX'<%hiXfZT i -9tfW!h%tl& . #J 

[0 0 6 7] 99«6 7it^ x-*«6 6fc«Brt$it 

BSLTt!fl$!-r4. 

[0 0 6 8] HI lOMlciJUTIl i^ft§fL5x-^ 
(4, Hi 1 B^S^«k-5tc. H70Bt^-fb^f-fc$ 

[0 0 6 9] Z.0)W,Z&\.rZ\^ iV— h*— <T)W8i*— 
K (t) R#%£ilTV->&7t#>, K77/-H7KW 
l4KRi&4„ iOfcS. Witf. g±gOf-?Enc 

( K ( t ) 0 , K ( t ) R) (4, H 1 1 AtZJfrmmv 



v-iz^-nm.poiznm-r^. &cr>&coT-9iz. e 

nc (K (t) 00, K (t) 0) X'hK). 'W-±X' 
iiffie07 : -9En c(K(t)0,K(t)R) <0*T 

<7){4Spo oizttm-fz. 

[0070] -ttcio-h. v V-m&<rm%.<?>®.Wfrh& 
X. ZcoTlZ'r-ftf&htSrSt.Zli. 99&0<,ZWC?&: 
fx, ?-9tft£\*%&lZ\Z. 99WUZW&.Z1XZ>. 9 
9li {£ (L) 99, * (R) 99) b LXW&Zix 
4. 

[007 1 ] HI 1 B<7)ii8^f-?Enc (K 
( t ) 0 , K ( t ) R) KttJfc^4{i«P0O:£T<9ft 
IPOOCIif-^^S^ L99=0b%*). & 
SP0tf0*T^i4x-^*^^/S*b, R*^=lfc$: 
4. ^TO^-^fci^jWKjeSfu HI 1C 
in^-fr-:?^ fc.kt/:?J/?iJ#«j££*i4. 
[0072] ^^14, MJS-r-i.-r'-^Enc (Kxx 
x, Ryyy)^ V U CO b' Z IZQM L T V > 4 tf) 

*»*Si*-*-fc*>fc:K5£3.*i4. x-:?gB6 6£1&Sl*l£ix4 
^f-f-^Enc (Kxxx, Kyyy) • • ■ (4, # 
ttfcHflHHfc 3 iifc * - OS?rJx - 9 It jg * & v»j6«, Jfcjfi 

<0«y U -ioeS^'fJS'Mtgi: * 4 . 99%m\ vffc . 
H7*fcttBI8fc:*3*i.iJ:3fc:, BfWr-^KttlS 

S-tb^y-K • ^T7?^^^T, <yHi.«\ 0 : E 
nc (K(t) 0, K (t)R) 00:Enc (K 
(t) 00, K (t) 0) 000:Enc (K( (t) 
000, K (t) 00) • • ■ C0£?%:T-9m&b-t 
ZZbi>-sjmX'h&tf. Z<r)£ot£4>T'v9^*m\i 
tzffifcbLfziMt. *<7y?-9R#ntkL. *7h7- 

u v±cr>£o*99*. *-n&.mz*-rm3\T-9 

bLxm^&ZbizX*)^ &*)'J?%^-9m.X\ 

co&wwmittmb . 

[ 0 0 7 3 ] HI OOflMHfcRO . S« (Signature) 
6 8t4, EKBSrfMrtfe. HVS-fe^^ ( 

-fe>-^.Hf-yN'4 ) , nyfyyoAM/ (ayfyyt 
-^'3 ) H »lSr«IRI (PM-^5) «»^fft4«?- 
m^X'tih. EKB5tS«L7^^nMX(4, EKBtC-^4ix4 

ff«*«SMf LfcEKBT* 4 «WfflW 4 . 
[0074]H12{4. iiUiCOJ: 
*5WC, CD8 KcieiS^ixTV^n^xy^^', 
T>-h 1 lei 1 5IX , 32 s 4ix45{iS?r«^^-rHT?) 
4. 

[0075] 9?4 T>hl COCPU2 1 (4. Bf^OTQ 
^5A^fi : -r4>!:fcTi«^$fL4 l J •yty/t^'a- 

IEtt3*vr V^4 3 >^ y^y 5rBX 0 S4-t*-4 . 
[ 0 0 7 6 ] CPU2 1 {4. <J >y try^^i-zl^ 1 ^ 
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(cid) . T>y\i,zMLxm%<r>i><r>t 

tTISS§iX-S.ID (jl--^ID (Uniq ID) ) ^#Jn 

3>x>-\y (cftlo Sfut i>c7>t |h]— coa-n— ? i d# ^ 7 
[00 7 7] CPU 2 1 ii. ilL^lflyXf 

>J 7fy/tya-^9 l#. **U;:J: OJRO^ 
*iX7t3>-r>"y* s 3[lj7t'(tf-x •y7T'7bfirsSffib § 

3>"x>' > yiDfcJ:tto.--y-lD£>Kj££rl. ny^fyy 
[0 0 78] JJU:OJ:3tUttDa4iifc3>'f> , y 

WT*<, ny-rV > ytftJp§ixTV^jL--^iDi:, 
^(03 VT-V-y^H^-r^ ? T> h<JDo.=.— ^ id# 
H— "C*4*>®36»36«H^S^S. -fLT. spjfflltfc: J: 9 
n^x^^y^S^W^fL, ny^yyizma 

HO* & 3 tT-^r J: 9 88* Ufc ? 5 4 T >- r- fcfc V % 
[00791HT, 3>x>-"y2rS5t9&^. -S-tL^fflffl 
[0080] ti&blz, 01 3 07D-ft-f^fiL 

xmw-tz . 

[0081] tflRJf .' 3>f vyj&*E«3ilfcCD8 1 

Cfcfr'SS^flftfc^. y^-fTVr- 1CDCPU2 lfct. 
^rn^^AS-Ifrti, i fcTWiftS ft* 'J -y tr> 
=.-)V9 l S-SflPU xfvrsiic^t, a 
VT^ySrJRD&tf. 

[00 82] CPU2 Hi. Xfy7-S2t:fcHT > n> 
x^-y^-^iJ-r^a^-r^yiD^^-rs. cpu 
2 Hi. Xf77-S3CfcV^, y*7-f TVM ( U >y 
ey^^-^g l ) £**LTB*tf>:x^.-?iD# % 
CTxii. IE«SS2 8£fe^£rxTU&*>S#>£WEU 
*fi**IEtt $ rlT V vfcv i h $|£ Lfc%& . Xf y T S 4 



[0 083] j.--^iDi: LT. 

V 1 <7)i— W*, ij . y tf yy't i?A-^9 l $rfijfflnr^ 

±0lzLX3---7lWtt5.ZiXtzi§r£^ ttzli. ifi* 

01 3 cxx-r-y y S3 fcrfcwc. j.-— ?id#$>& 
i«E£il. Xx-yrS4<7)3!Q ; a* s Xdf-yr$ix?.„ 
[0084] CPU 2 1 {i. ^x-yrS5(CfeV^T. 3> 
■r^yiDiJ itfcz.— — yMD£. nv^^ycoEJfSOJR'tt 
«ffcfiflffi*$fl$«Wi:LT<0 r Attribute (Stt) j 

[0085] X-f--yrS6tC;fe^T. CPU 2 1 ii. Eft 

m&t Lximzi\x\^m&t,zmr5\^tz?i?<$> ivm& 
<i. ^5^r^M(=Ri-r*fl!«*a«Lfcfc 

j0 086] Xf7rS7fcfeHt, CPU2 lii. 3>- 
•f-^yfcWJELTESI-rS^'y^-r-^S-^-rS. 
^ y^T— 3>x>"yiD. fiJfflttlD. fijffl^^ 

[0087] CPU 2 1 (i. ^T--yTS8tCfeV^T. i^- 
S#^*BS^I?rfflV>T . *7-»/7S7<?>9m.X'ft$i.Lti 
^•y ^tcS-^V>jt-r : J5t\m%&vmfr 5 . CP 

U2 1(±. Xf77S9l;iiHt, Bf^-ft;a#^2 4 £ 

^■yftczetitmi^ xf77s i ocs^t, lengp 

2 8(C»#$fL|,. 

[0 088] 01411. 3>fyyc07*-7 7 h«M 

€-^-r0T-s>^,„ 

[0 089] 0l4lc^$ixi,J:-3lc. n^f-y^yti. 

EKB. 3>-f>"y^- KcSr^-h^f— Kr o 
ofd«fftU»€>*l5f-^ (Enc(Kroot, 
Kc) ) . 3>7 i >>yiDi5«ttX3.^— y*ID**iei£;s*U> 

SttWfg (Attribute) . SEB^S (Cert) . ^-y^(C« 
•^V^T^^tUt-r^*^;^^ (Sig (Header) ) . a 

— ^ (Enc (Kc, Content) ) . x?^—? (Meta Dat 
a) . till?-?-? (Mark) 

[0 090] -\-y^(i. ay^yyid (cid) . 3^ 

■r>- > y^jE-rs?ijffl«i2^ij-ri,fOTaiD (mmm 

D) . «ffl*<0JR«jt (75^7VM) 2^-fURL. *j 

9— (WM) *»Ei*S/lT^4. 
[0 09 1 ] ay^yycommzit. ay-f^yiD. r? 
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[0 0 9 2] KcH. *?t—?H. nyfyyCiSt 
Ltnyx^-y^JD^iil). 4fe. jl— 

*<04 4*v>ffi-9feJ:3**£- (fffllBJrMCIsffl 
fe, -7-^<5D3b'-IURtii s *<D:j>"T>"y£3tr— 
[0093] !JUb43fcVi-C(i, nyfV^CDS 1 

^ftfeny^yy&k'Koivck. HSHc. 3yfV7 
IDt fc fc? T> M Oa--? ID^'tfJoSflT . 

[00 94] 111 5<7)7Q-^-v-h$r#HSt 

[00 9 5] x-r-y TS2 Hcfcvv?;. Uyt^^E^ 

•t&t><7>bLX?iMgtMZtiX\>ii>mmi&i* 01 3CD 
8fflMc «fc 0 JR *) & 4 ixfe n y^ yy tc»JW & f Offltt i: 
LTffilf SB 2 8*> ^^Ui-r . iEttffi 2 8 (ciEtiSftT 

[00 9 6] Xx-yTS2 2tCj3ViT, CPU 2 Hi, & 

RLtemmmzj---?iD*wjatz ttttc. =? y^- 
yyowsfstRi: Lxim$tix^z>3---?iDb m- 
niwmg.ztix^&ryJTybiiz&x^xcr,*-. % 

4fe. CPU2 Hi, Xf 77S2 3tfcV^. {SJBi&fF 

—/l' 9 1 fcW LT , *ft£J:9BX9ji4ixfe:3yTyy 
3 EfeWx y 7 T>7 hT"£ h Z b tf&MZtL 

a-;P9 1(:*tU, *ti\,z£*)W0iht.ixrz-3>7-> 
VtfS ilC 3 b°-T'# hZb #K5t3;h.T v * 

[00 9 7] CPU 2 Hi. X-r y7-S2 4^*5V>T. 
±<D J; a fc LTS#! Lfef iJfflSttlE^^ixT nif-^ 



tt«2 8fc:«#3:h.4. 

[0 0 98] 01 6li. fflfflfcO^a—Vv hco#J£* 

[0099] /N'-i/'a y«i. >&£Xf 
3 y £ H -y htEfllot. #JfflH<OA- 
: J3>ZaZ5£i~&tifflX'h&<, 7*07r-f;Mi. 1 Oil 

*SJ&*-*««T**. *OT*IDti s 16«3@RT8B* 
Siti. ffl»«*«g0^4fe»»WB0flHB"C*4. ffr£ 
BB#(i. f«ffltt#ffr£$ixfeBBt£*-r. 3r2&«4. 
flJffl*^*^RSSr^-r. 999 9^2 3B#59#5 9 

»vt>i^mmi. ^tmmtzmm^^zt^ 

fy7^I4H!t. *OWffl«BU6^^T. 3yf 
yyZa¥—f2>Zbi)**jm%\s\m (¥fZix&^¥-\s} 

m . fi^f-x-y^r^Miia. -?-ofijfflitcs^ 

T . 3 ^f^7 SrCD-RfciEiirf !> Zb&X'Z &-t)*gJ)\ 
PD (Portable Device) £3 f— CI i:#*nj"tg;$r0 

mznm-r %> m^mzx-h h . 

[0100] jaWi. ttffl*fr4fe<4«ffl««rc«BS 
[0101] 4fe. ^7-fT>-b l«0iSSSP28Wi. 

mmrn^m^-b hh^tx , 3 >f> i ^f»« 

■f^y SrW^LfeHBSs n^^yS-^e-LfeHR. 
nyT-V^Sr^-x-y^T^hLfelUSSc. a^^^-ySrlPJ 
ibXn±LtiEm. nyf^ySrCD-RtcieflfeLfelHlR. 
^^ffe3y-r^ > y*>SV^ifOT*fcBH-*)SSfll^Sr 
^•T'ltfS* i '^4ixi». ny-x^'y^W^^frcoWyt 
(4, fiJffl*^4^.l>ffiffl^< ! Pi: . ett9S2 8(^ffi« 

(i*. ttffl««fc:§E«S#i.TV^43 ^yySrH^LfeEI 
fl6ffl*frfc:*4 ixS r? >-f- v-^y^H^lURi 0 
^v^Wi, H*<0*ft**SlfeSii-Cv^ kWSS 

[0 10 2] iJCfcl. 01 7i07O-f-r-h2-#53L 
T . 'J >y f y ^ i?jL -tU 9 1 X 0 3 >r >"y £ JR 0 

[0 103] ^^-y7°S4 lfctJOT. ?5^f7yb 1 
com 2 Hi. jl— «f ^'A7JSP 2 6 *»fW4 - t Tft 
^ t fe 3 yfy7 5: 3 >"y I D£S-3 ' v>t leuss 2 8 
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sSj&ZtiX^&z.— — ?lV£Wi*%i.&. itz^ cpu 2 l 

y v ic*uet-&* \\m&£mmmmz&~j\ ^xm&& l . 

[0 104] Xf77S4 3tCfeV^T, CPU 2 Ui. ffi 
--^ID5rieifSS2 8*^^ajL, ^T77 , S44(: 

mztix\,^3.--7i^ mmmt,z=mztix^&3-- 

-?ID. fc£tf?5^T;xh ltzS^^^&J-x- 
^ID^TRtT'&S^^&ffl^^^ frjj, n^f 

ixT V •> — 7 1 D£0^|B)— T'£> h ti*gfrfim 
feZti&±olzLXi>±^. 

[0 10 5] CPU 2 112, Xf77S44i:fcV^, :£ 
XCD3---71Wm-X'h& tPI%.Ltz%&, Xf77 

S4 5 <,zmfr. mmmzj: o „ ^yryy^m^m^i 

Tfjjg-rs. Mtl$. CPU 2 lti, fiJfflttOfe&P^fc 
LT<D*2W3Rg (01 6#b§) fc. ^-f-72 0tcj; Dff 

mztix^&m&amzim-t&ztizxr) % mmmv 

^mm.n<^hcr,X'hhi^i)K tthh. ay-y-yy 

nmm-t)m~*iztix^&-t)*gfr$:mM-t&. 
[0106] ^f77S4 5m^, mmmizj: r>m 
mt>m*sztix^& tmfeZhfzWrs. x^^-rs a 6 

IZMX-. CPU 2 Its. RAM2 3 izimztitz (t^ft^ix 

4 6l,z&\^xfti?ti&zi>7->->y'iS. J i§-%imt,z~o\,->xi&^ 
HI 8i7)7n-ft- h^#SLTf*af 
[0 107] CPU 2 1 ti, Xf7/S4 7^fcV»T, Bf 
■f-fLa-^SI52 4^ct Ofl-f-^n^ny^y^^n-^-y 
?g&2 5£ffe£U 7*3- K^-^ -eLT, CPU 2 1 
tt» 3— r-y^gP2 5(c:J:')T r 3-K$ix^-r-^^, 
Affi^-f ^7x-X3 2 £tf-LTai;f)gB2 7K«& 

[0 108]^fe, Xf77S44t, 3>^>-ytc|e 

x^&3.--?iD (Zhiz^ mmmizimztix^&x. 

--^ID) &mtcZ>tWfeZiXtzW&. MC, X^-y 

ts4 5x\ mmmizx*)^ yy-yycow^mf^j^ix 

X\^^tmfeZhfzi§r&. Xf- yTS4 8(CfcV^T, 

[0 109] mz. 118(7)7D-f+-hJ#,iL 
T, 01 7^f77S4 6l>Zi5\ l ^xmftZiX&7 7 4 

ryh cw^ymnrnmiz-? v sjbj-t & . 

[0110] ^T77'S6 1 (,Z&^X. ;7^7Vh 1 

ocpu2iul ■V-t'x7-inz&±tiX7'( -tyx-r 



SrJI^fl-f- U h Jf-K r o o t ( KR ) •? 
CPU2 1(i: N ;U-hdf-Kr oot?rlX#L7ti: 
X-r-y7'S6 2(CiiA > /P- H-K r o o t J-ffl 

J: 3C, 3 v-rvyicii, 3>-^>-ydf— k c#*;t— h 
3— K r o o t 1= J; 0 B§^it^tlXnhh.tzf-^ E n 
c (Kroot, Kc) tfttDuZtlX^h. 
[0111] Xf77S63Cfe^T, CPU2 lit. X 
T77S6 2 T-1X# Lfc rj Vr-i^y^f-H. c £ J; 0 3 y 

[01121019 1±, JjLhoa#»Ht«3«Wfc*t 
fciWT&S. =5rfc, 01 9t,z&^Xli. ayf-yyii 

7 5>JTybit,z£o$mztx.x^tii>c?>X'hK>. mi 
4(,z5jkZjxztfme>oh. ±tcmm<r>A.tf^ztix^ 

So 

[0 1 13) 7-4-kyx*)-— *4tf>t 3 9=74 

ryh nzmm^ixtzmKizm^x. EKBj&»4>/i~-h=* 

-Kroot^Sii (I18mf77S6 1) . 
E#S;futA— Kr ootCiO, f-?En c 

(Kroot, K c ) Aiftf-Sfu -tixfclj; 0 3 yf> 
% y*-Kc*flRftSitS (I18mf77S62) . 
•eLT. ^yryy^-KclzX 0. x-^Enc (K 
c, Content) ^'fX-f-^tu -nyfyv (Content) *<IR 
%Ztl& (118mf77S6 3) . =5rfc s Hi 4*3 
XXmi 9 0EKBfctt. 02 OtC^^ilSiatC, 
h^f-K r o o t **DNKtCj: l 9e§#-ft.$iiTf#^ix^7-' 
-?Enc (DNK, Kroot) #*4ftT^{. 

[0114] l.Xh^J: -5 tcLT^ Vf-^y £$W 
-rS^ttiO, 3>r->->yi:i: tic. fOffl^^iEtc 

[0 115] W±«MatJ:f9^7-f 7>M(: 
J: 0 IX 0 3i ^ix^c 3 yfyv-h^ x -x ^ T>7 h a^tgT' 
$>Sfc$ixTV>S%^ (f-x-y^T^b^rtgT'J>S«If: 

tfmmmftkLx&feztLx^&mor) . ^^^r^h 

1 n y x >--y <50^- x -y T»7 h SrSttS ffllO^ 7 -f 

r>-h i co3---7wtimmcr>i}mz& vm^tztix 

0Mm&&ittz77-i rybizti^xiz^ mi 7^x1/ 
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